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Overview	

•  Servers	
– Floresta	
– Aerossol	
– Network	AEached	Storages	(NAS)	

•  Accessing	different	systems	



Sala	2,	Ed.	Milênio	

	
Floresta	

	
/LFANAS	

amazonia.if.usp.br	



Floresta	

•  Xeon	6	core	E5-2420	@	2.20Gb	
•  32Gb	RAM	
•  (4)	HD	de	4Tb	

/server	(4Tb,	Raid0)	
/work	(4Tb,	Raid0)	

•  Server:	
– WEB	
–  SFTP	
–  SSH	(data	processing)	



Ed.	HEPIC,	CC-IFUSP	

Cluster	SGI	



Cluster	SGI	

•  Head	node	=	12	core,	64Gb	
RAM,	18Tb	disco	

	
•  n001	to	n004=	12	core,	24Gb	
RAM,	4Tb	disco	

•  n005	to	n008	=	20	core,	64Gb	
RAM,	1Tb	disco	

Total	=	128	core,	352Gb	RAM	
20Tb	de	disco	local	

18Tb	no	head-node	(Raid5)	
20Tb	/LFASGI	(nas)		
10Tb	/LFANAS	(nas)	



Network	AEached	Storages	(NAS)	
/LFANAS	
amazonia.if.usp.br	
3	x	2Tb	(backup)	
5	x	2Tb	(data)	
Total:	10Tb	

/LFASGI	
pantanal.if.usp.br	
3	x	4Tb	(backup)	

5	x	4Tb	(data)	
Total:	20Tb	

2	x	QuadCore	Xeon	E5430	@2.66GHz	20Gb	RAM	
Old	LFASERVER,DELL	PowerEdge	2900		from	2008	

1	x	SixCore	Xeon	E5-2603	@1.60GHz	16Gb	RAM	
HP	Enterprise	DL180,	from	2016	



Could	be	mounted	on	
windows,	but	its	beEer	if	
we	don’t…	
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floresta.if.usp.br	

•  From	outside	Physics/USP	
	floresta.if.usp.br	

•  Only	by	SSH	with	exchange	of	public	key	
	ssh	-X	-i	<key_path>	user@aerossol	

•  Use	SFTP	(e.g.	filezilla)	to	transfer	files	

Files	on	FTP:	web	
browser	or		SFTP	
client	(Filezilla)	



floresta.if.usp.br	

•  Python3	
•  Grads	
•  IDL	
•  Matlab	2015	
•  Intel	compiler	

Disks:	
/work	(4Tb)	
/LFASGI	(20Tb)	
/LFANAS	(10Tb)	



Cluster	SGI	

•  From	outside	Physics/USP	
	aerossol.if.usp.br	
		

•  Only	by	SSH	with	exchange	of	public	key	
	ssh	-X	-i	<key_path>	user@aerossol	

	
•  Use	SFTP	(e.g.	filezilla)	to	transfer	files	



Cluster	SGI	



Regular	Linux	User	



Regular	Linux	User	

You	see	your	own	
files	(your	user	
home	directory)	



SFTP-only	user	



SFTP	only	user	

Just	sees	the	
op	root	folder	
(very	safe)	

Can	see	the	
hidden	folders	



Public-Private	Keys	

•  Public-key	cryptography,	or	asymmetric	
cryptography,	is	a	cryptographic	system	that	
uses	pairs	of	keys:	
–  public	keys,	which	may	be	disseminated	widely,	
and		

–  private	keys,	which	are	known	only	to	the	
owner.		

•  The	generaqon	of	such	keys	depends	on	
cryptographic	algorithms	(...)	to	produce	one-
way	funcqons.	Effecqve	security	only	requires	
keeping	the	private	key	private.	



Create	Key	pair	in	*NUX	
algoritmo	arquivo	

Passphrase	not	a	password	



…	



Create	Key	pair	in	Windows	

•  The	easiest	is	to	use	PuEy,	download	it:	
hEps://www.ssh.com/ssh/puEy/download		
	
	

hEps://www.ssh.com/ssh/puEy/windows/puEygen		



PuEy	

SFTP	

SCP	

SSH	
Keygen	



Keygen	

Click	

Move	the	mouse	
for	randomness	

And	save	the	PPK	file	

Add	a	passphrase	to	
your	public	key	



Keygen	

For	the	server,	we	
need	this	public	key!	

This	is	not	good!	

Tutorial:	hEps://www.youtube.com/watch?v=-92wEg68SKQ		

Wrong	format		
for	linux	



public	key	=>	sys	admin	
Folder	with	your	

ssh	stuff	

Pub	keys	authorized	
to	connect	

Use	the	config	file	to	
automaqcally	use	the	
right	private	key	when	
access	other	servers	

.ssh/	folder	and	
private	files	need	to	

be	“user-only”	



PuEy	

Hostname	to	connect	to		

Chose	a	name	and	save	
the	configuraqon	



PuEy	

Chose	the	PPK		
private	key	file		



PuEy	

Save	server	signature	



PuEy	



Linux	basics:	the	shell	prompt	

Username	

hostname	

Current	
directory	

~	is	the	user’s	home	diretory	
/home/$USER	



Directories	
pwd	=	present	working	directory		

cd	=	change	directory	

ls	=	list	

ls	opqons:		
-a				all	files	(including	hidden	files)	
-l					long	lisqng	format	

.	=	current	directory	

..	=	parent	directory	



Directories	
Changed	to	temp	folder	

Then	to	bin	folder	

Absolute	paths	start	with	/	
Relaqve	paths	without	or	with	./		Back	to	home	dir:	

cd	
cd	~	
cd	$HOME	



Directories	
root	folder	

Change	inside	mulqple	
folders	at	once	



Directories	

Jump	into	you	Desktop	folder	

cd	-	takes	you	back		



Permissions	

File	owner	 Group	owner	

_				_	_	_					_	_	_			_	_	_					Permissions	for	files	(and	folders)				

owner	

group	

others	

r	w	x				for	read,	write	execute		
	
To	change	the	permissions:	
chown	<opqons>	<files>					



hEps://www.guru99.com/unix-linux-tutorial.html		

Linux/Unix	Tutorial	For	Beginners	(5:30)	
•  hEps://www.youtube.com/watch?v=xRX6ZI_P-LA	
	
Command	Line	V/s	GUI	-	Linux	Tutorial	(11:40)	
•  hEps://www.youtube.com/watch?v=G0LsYZ7Kwh8		
	
Important	Linux	Commands	for	Beginners	(15:02)	
•  hEps://www.youtube.com/watch?v=_TlK0-5EJ-Y		
	
Introducqon	to	Linux	Operaqng	System	(2:29:04)	
•  hEps://www.youtube.com/watch?v=V1y-mbWM3B8&t=3049s		




